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UHdopmaunoHHan namaTKa gns
oby4yarwmnxca ansa pasmeLleHns Ha
ohmuMmanbHbIX MHTEPHET-pecypcax

C kaxabim rogomMm monoaexun B VIHTepHeTe cTtaHOBUTbCA Gornblue, a
LUKONMbHUKM OAHW W3 CcaMblX aKTUBHbIX MNonb3oBaTenen PyHeTa.
Mexagy Tem, MNOMMMO OrFpOMHOrO KONMYecTBa BO3MOXXHOCTEWN,
NHTepHeT HeceT 1M npobnembl. OTa NamMsaTKka OOMMKHA NoMoub Tebe
©e3onacHO HaxoaUTbCS B CETWU.

KoMnboTepHble BUPYChI

KomnbloTEPHBIN  BUPYC — 3TO  Pa3HOBUAHOCTb  KOMMbHOTEPHbIX
nporpamm, OTINYMTENBHOM OCOBEHHOCTLIO KOTOpPOM  SABRsieTcs
CNOCOBHOCTb K pa3MHOXEHUI. B gononHeHue k 3ToMmy, BUPYCbl MOTYyT
NOBPEANTb UMW MOMHOCTBI YHUYTOXUTL BCE (ainbl U AaHHble,
NOAKOHTPOMbHbIE MONb30OBaTEN, OT WMEHW KoToporo Obina
3anylleHa 3apaxE&HHas nporpamma, a Takke MOoBpeauTb UM gaxe
YHUUTOXMWTb OMNepaLMoHHY0 CUCTEMY CO Bcemu dpannamum B Lenom. B
GOoNbLUMHCTBE CNy4YaeB pacrnpoCTpaHsTCA BUPYChl Yepes VIHTepHeT.

MeToAabl 3aWMTbl OT BPeAOHOCHbIX NPOrpamMm:

.V|CI'IOJ'Ib3yl7I coBpeMeHHble oOnepaunoHHble CUCTEMbI, UWMEeKLWne

CepbE3HbI YPOBEHb 3aLMTbl OT BPEAOHOCHbLIX MporpamMmm;

. MocTtoaHHO ycTaHaBnuBan noyTtu (UMpPOBbBIE 3annaTku, KOTopble

aBTOMaTUYECKM YyCTaHaBMBAOTCS C Lenbto 4opaboTku nporpamMmmel) u
apyrme oGHOBMNEHUs CBOen onepauyMoHHOW cucTtembl. CkaumBam mx
TONbLKO ¢ odhuumansHoro camta paspabotymka OC. Ecnu cywecTtsyeT
pPeXUM aBTOMaTUYECKOrO OOHOBMEHMUS, BKIHOYM ErO;

Pabotam Ha cBoeM KOMMbIOTEPE MNOA NpaBaMu MNOfb30BaTeENs, a He
agMUHUCTpaTopa. JTO He Mo3BONUT OONbLUMHCTBY BpPEeLOHOCHbIX
nporpamMmm MHCTanNNMpoBaTbCs HA TBOEM NEPCOHANbLHOM KOMMbIOTEPE;
Mcnonb3yn aHTUBUPYCHblIE MpOrpaMMHbie MNPOAYKTbl  M3BECTHbIX
npon3sBoauTeNien, c aBTomaTndeckum obHoBneHnem 6as;

OrpaHnyb n3nYecKknin AoCTyn K KOMMbIOTEPY ANA NOCTOPOHHUX NNL;
Mcnonb3yn BHeEWHME HOCUTENU MHGOpMauunK, Takne Kak doreLuka,
ANCK nnu dann n3 MHtepHeTa, TONbKO U3 NPOBEPEHHbLIX MCTOYHUKOB;
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He oTkpbiBa KOMNbOTEPHbIE dbansbl, MOSlydeHHble U3 HEHaOEXHbIX
NCTOYHUKOB. [axe Te paunbl, KOTOpble npucran TBOW 3HaKOMbIN.
Jlydwe yToYHM y Hero, oTnNpaBnsn fiv OH Tebe nx.

Cetnn WI-FI

Wi-Fi — 370 He BMA nepeaayvn AaHHbIX, HE TEXHOMOMS, a BCEro NuLLb
OpeHa, mapka. Ewe B 1991 rogy HuagepnaHackas KomnaHug
3aperucTpupoBana OpeHa «WECAV, 4yTO ob603Havano
cnosocoyeTaHne «WirelessFidelity», KkoTopbln nepeBoanTCA Kak
«becnpoBogHasd TOYHOCTbY.

Jo Hawero BpemeHn powna pApyrasd abbpesuatypa, KoTopas
ABSIETCA TaKoW e TexHonornen. 1o abbpesunatypa «Wi-Fi». Takoe
Ha3BaHWe ObINO0 AaHO C HaMEeKoOM Ha CTaHZ4apT BbICLUMA 3BYKOBOM
TexHukun Hi-Fi, 4To B nepeBoae O03Ha4yaeT «BblCOKasi TOUHOCTbY.

[a, 6ecnnaTHbIM UHTEPHET-OOCTYN B Kade, oTendax M asponoprtax
SABNAETCHA OTNIMYHON BO3MOXHOCTBLIO Bbixoga B VIHTepHeT. Ho MHorune
aKkcnepTbl cumTalT, 4YTto obwepoctynHble WiFiceTn He saBnsawoTcs
©e3onacHbIMW.

CoBeTbl No 6e3onacHocTu paboTte B obwenoctTynHbix cetax Wi-fi:

1.

He nepepaBai cBoOl NUYHYO MHoOpMmaLuio Yepe3 oOLLeaoCTyMnHbIe
Wi-FiceTn. PaboTas B HUX, }xenaTenbHO He BBOAUTbL Naponu AocTyna,
MOTMUHBI N Kakne-To HOMepa;

. icnonb3yn 1 obHOBNSAI aHTUBUPYCHbIE MporpaMmmbl U GpaHamMayap.

Tem cambiM Tbl obe3onacuilb cebsi OT 3akaykum Bupyca Ha TBOE
YCTPOWUCTBO;

Mpn wucnonb3oBaHmn Wi-FioTkntoum yHkumo «Obwmin goctyn K
dannam v npuHTepam». [aHHas (PyHKUMA 3aKpbiTa N0 YMOSIYaHUIO,
OQHAKO HEeKOTOpble MNOoNb3oBaTENM akTMBMPYKOT €€ anga yaobctea
ncnonb3oBaHus B pabote unn yyebe;

He wucnonb3yn nybnununbin WI-Flogna nepegayn nMYHbIX AaHHbIX,
HanpuMmep, AN BbiIXO4a B coumaribHble CEeTU UMM B 3SIEKTPOHHYHO
NoYTY;

Mcnonb3yn TOonbKO 3awuillieHHoe coeguHeHue dveped HTTPS, a He
HTTP, T.e. npn Habope Beb-agpeca BBOAN MMEHHO «https://»;

B mobunbHOM TenedooHe oTkmoun yHkuuto «logknioyeHne k Wi-
FiaBTomaTnyeckn». He ponyckanm aBTOMaTUYeCKOro MOAKNKYEHUS
ycTponctea k cetam Wi-Fibes TBoero cornacus.



CoumanbHble ceTu

CoumanbHble CeTu aKTUBHO BXOAAT B Hally >XM3Hb, MHOrve noau
paboTtaloT W XMBYT TaM TMOCTOSIHHO, a B Facebookyxe
3aperncTpmpoBaH MunMap YesioBek, YTo ABNseTca OgHOM cebMOou
BCEX XuUTenen nraHetol. MHOrMe nonb3oBaTesiv He MOHUMAT, YTO
NHOpMaLMs, pasMeLLEHHas UMW B couMarnbHbIX CETSX, MOXET BbITb
HangeHa n ncrnonb3oBaHa Kem YrogHo, B TOM Yucne He obdasaTeribHO
c 6rnarnmm HamepeHNamMm.

OcHOBHbIe coBeTbl N0 6e3onacHOCTU B coLMarbHbIX CeTAX:

. OrpaHnyb cnmcok apysen. Y T1eba B Opy3bsX He [OOSMKHO ObITb
CNy4YamHbIX U HE3HAKOMBbIX JOOEN;

. 3almuian CcBOK YacTHYK XWU3Hb. He ykasbiBan naponu, tenedoHol,
agpeca, faty TBOEro POXAEHUS U OPYryro NNYHYI0 WMHGOpMaUMIO.
3M0YMbILLNEHHUKN MOTYT UCMOSb30BaTb AaXe MHJOopMauuio O TOM,
Kak Tbl 1 TBOW pOAUTENN NNAaHUpyeTe NPOBECTU KaHUKYIbI;

. 3awmian cBo penyTaunio — OEepXn ee B YACTOTe M 3aaaBan cebe
BOMpoOC: xoTen 6bl Thbl, YTOOLI ApyrMe nonb3oBaTenu BUOENWU, YTO Thbl
3arpyxaewsb? [logyman, npexge 4Yem 4YTO-TO onybnmnkoBaTb,
HanucaTb U 3arpy3unTb;

. Ecrnn Tbl roBopuwb ¢ nogbMn, KOTOPbIX HE 3Haelb, He UCMOSb3yn
CBOE peasibHOe MMSA U OPYryto JINYHYIO MHGOPMaUUK: UMS, MECTO
XUTEenNbCTBa, MECTO y4ebbl 1 npoyee;

. N3beran pasmeweHnsa dpotorpacdun B IHTEpHETE, rae Tbl M3o6paxeH
Ha  MECTHOCTM, N0  KOTOPOW  MOXHO  Oonpenenutb  TBOE
MEeCTOMNOSIOXKEHMNE;

. Mpn pernctpaumm B coumanbHOW CETU HEOOXOAMMO WCNONb30OBaTb
CNOXHble Naponu, coctodwmne u3 6ykB U UNPP U C KONIMYECTBOM
3HaKoB HE MeHee 8;

. Ana couwanbHOM ceTn, NouYTbl U ApPYrnx canmToB Heobxoammo
ncnonb3oBaTb pasHble naponu. Torga ecnn Teba B3nomatoT, TO
3M10YMbILLUMIEHHMKN nonyyvaTt AOCTYN TOSIbKO K OAHOMY MECTY, a He BO
BCe cpasy.

ANEeKTPOHHbIe AeHbIU

OnNEKTPOHHbIE [OEeHbIMM — 3TO O4YeHb YyaobHbIM crnocob nnartexen,
OOHAKO CYLLECTBYIOT MOLUEHHMKW, KOTOPblE€ XOTAT MONYy4YUTb ITU
NEHbIN.
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aﬂeKTpOHHble AdeHbrnm nodasmiinCb coecemMm HeagasHo U MMEHHO MN3-3a
9TOro BO MHOIMMX rocygapcrteax o0 CUX rnop He npornnmcaHo rnpo HMUX B
3aKOHax.

B Poccun e oHU pyHKLUMOHUPYIOT N O HUX YXKe NpOonnucaHo B 3aKOHe,
roe ux pasgendaloT Ha HeCKONbKO BMOOB — aHOHMMHbIE U He
aHOHUMHble. Pa3HuUa B TOM, YTO aHOHUMHblIE — 3TO Te, B KOTOPbIX
paspelwlaetca  NpoBoauMTb  onepauun  6e3  mngeHTUdmnkauum
nonb3oBaTend, a B HEaHOHUMHbIX WAEHTUUKaumn nonb3oBatend
aBrisieTca obsa3aTesibHOMN.

Takke cnegyeTt pasnuyaTb SNEKTPOHHbIE (buaTHble OeHbrn (paBHbI
rocyapCTBeHHbIM BarnoTaMm) N 3NeKTPOHHbIe HedunaTHble AeHbrn (He
paBHbl rOCYJapCTBEHHbLIM BarntoTam).

OcHOBHble coBeTbl NO 6e3onacHouM paboTte C INEKTPOHHbLIMU
OeHbramu:

. MpmBskn K cyeTy MOOWUSTBbHBLIM TenedoH. 3TO caMbll YyOOOHbLIN U

ObICTPbIN cnoco® BOCCTAHOBUTbL AOOCTYN K cyeTy. [lpuBs3aHHbIN
TenedoH MNOMOXET, ecnu 3abyaellb CBOW NNaTeXHbI Napofib Unn
3angellb Ha canuT ¢ HE3HAKOMOro YCTPOWUCTBA;

. Mlcnonb3yn ogHopasosblie naponu. lNocne nepexoga Ha YCUNEHHYHO

aBTOopmu3aunio Tebe yxe He bBydeT yrpoxaTb OMACHOCTb KpaXku wunm
nepexearta NnaTexHoro napons;

Bbibepu cnoxHbln naponb. MNpectynHukam 6ygeT He NpocTo yragatb
CNOXHbIX Naponb. HagexHble naponn — 3TO Naponu, KoTopble
cogep)xat He MeHee 8 3HaKOB M BKMOYaT B cebs CTPOYHbIE U
NPOMNUCHbIE BYKBbI, UMPPbLI N HECKONbKO CUMBOJSIOB, TakMe Kak 3Hak
gonnapa, dyHTa, BocknuuaTenbHbii 3HaK 1 T.n. Hanpumep, StRONg!;;
He BBOAM CBOM NYHbIE AAHHbLIE HA canTax, KOTOPbIM HE AOBEPSELLb.

ANEeKTPOHHAasA noYTa

OnNEeKTpPOHHasa no4vta — 39TO TEXHOMormsi U npeaocTtaBfsiEMble €10
yCrnyrm no rnepecblsike W MNOSyYEHUO 3NIEKTPOHHBIX COoOobLeHun,
KOTOpble pacnpegenstTca B KoMnbloTepHoM cetn. OBbI4HO
9SIEKTPOHHBIA MOYTOBbIN  ALWMK BbIMAOUT  criegyowmm  obpasom:
NMSA_Norb3oBaTena@uMs_aomeHa. Takke KpoMe nepenayvm npocToro
TEKCTa, MMeeTCA BO3MOXHOCTb nepeaasaTtb pansibl.
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OcHOBHble coBeTbl MO ©Oe3onacHou paboTe C 3NEKTPOHHOM
NOYTOMN:

Hago BbiOpaTb npaBuibHLIM MOYTOBLIN cepBUC. B NHTepHeTe ecTb
OrpOMHbIN Bbl6Op GecnnaTHbIX MOYTOBbLIX CEPBMCOB, OAHAKO Iyylle
OOBEPATb TEM, KOro 3Haellb U KTO NepBbi B PEUTUHTE;

. He ykasbiBan B nn4HOM noyte nuYHy0 MHGopmMauuo. Hanpumep,

nydwe BblbpaTb «My3blkanbHbI_aHaT@» unn «pok2013» BMeCTO
«temal3»;

Mcnonbayn OByxaTanHy aBToOpmM3aumio. ITO Korga noMumo naporsis
HY>XHO BBOAUTb KOZ, Npucbinaemsiv no SMS;

Bbibepn crnoxHbin naposnb. [Ons KaXXaoro noyvToBOro SilMKa AOSMKEH
ObITb CBOM HAOEXHbIN, YCTOMYMBBIN K B3IOMY Naporsb;

Ecnn ecTb BO3MOXHOCTb HamnuMcaTb CaMOMy CBOW JIMYHLIM BOMpPOC,
NCNOSMb3yn 3TY BO3MOXHOCTb;

Mcnonb3yn HEeCKonbKO MOYTOBbIX SAWMKOB. [lepBbin Ona 4acTHOM
nepennucku Cc agpecaramy, KOTOpbIM Thbl OOBepsielwb. 3TO
9MIEKTPOHHBIN agpec He Hado MCnonb3oBaTb NpPU perncTpaumm Ha
doopymax n canrax;

. He oTkpbiBan dannbl n gpyrme BnoXeHuUsa B NMCbMax gaxe ecrim OHu

NPULLIIA OT TBOUX ApY3eu. Jlydlle yTOYHU Y HUX, OTNPAaBIIASIA JIN OHU
Tebe aTn pannol;

Mocne okoH4YaHUs1 paboTbl HA NOYTOBOM CeEpPBUCE MNepes 3aKkpbiTUEM
BKNaAKn ¢ cantom He 3abyab HaxkaTb Ha «BbInTu».

KnubGepOynnuHr nnm BupTyanbHoe
n3aeBaTesibCTBO

KnbepbynnuHr — npecnegoBaHve COOOLLUEHUSMKU, coaepXalimmum
OCKOpPOIeHus1, arpeccuio, 3anyrMBaHue; XynuraHcTBO, coLluanbHoe
OONKOTUPOBAHUE C MOMOLLbIO PA3NNUYHbIX MHTEPHET-CEPBUICOB.

OcHoBHble coBeThl N0 6opbOe ¢ KNO6epOYNIIMHIOM:

. He 6pocaincsa B 6on. Jlyywmn cnocob: nocoBeToBaTbCA Kak cebs

BECTU W, €CNM HEeT Toro, K KOMy MOXHO obpaTuTbCs, TO BHa4ane
yCnokouTbCcs. Ecnn Tbl HayHewb oTBeYyaTb OCKOpOneHnsiMm Ha
OCKOPOMNeHUs1, TO TONbKO eLlie 6orblie pasoXkellb KOHMMUKT;

. YnpaBnan ceoeun knbeppenytaumen;
. AHOHUMHOCTb B ceTu MHMMad. CyLlecTBYT Cnocobbl BbIACHUTb, KTO

CTOUT 3a aHOHNMHbIM aKKayHTOM;
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He cTtount Bectn xynuraHckmn obpas BUPTyanbHOW XU3HU. VHTepHeT
dukcnpyeT Bce TBOW OEUCTBUS U COXpaHseT ux. YoanuTtb ux dyper
KpanHe 3aTpyaHUTENbHO;

Cobntogan ceon BUPTYyarbHYH YeCTb CMONoAY;

NrHopupyn eguHudHbin HeratuB. OgHopas3oBble OCKOPOUTENbHbIE
coo0LLeHus nyywe urHopuposaTb. OBbIMHO arpeccust npekpallaeTcd
Ha HaYanbHOW CTaguu;

baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMWN COOBLLEHNSIMMU,
B cCoUManbHbIX CeTAX €eCTb BO3MOXHOCTb OJIOKMPOBKM OTNpPaBKU
coobLeHn ¢ onpeaeneHHbIX agpecos;

Ecnn Tbl cBugetenb kubepbynnuHra. TBou [eWUCTBUA: BbICTYNUTb
NpoTMB npecregosaTtenid, nokasatb €My, 4YTO €ero [AencTBuS
OLIEHMBAKOTCA HeraTMBHO, nNoagep)XaTb XepTBY, KOTOPOW HyXHa
ncuxonormyeckass MNOMOLWb, COOOWUTL  B3pocCrbiM O  dhakTe
arpeccuBHOro noBeAeHnd B CETH.

MoOunbHbIN TenedoH

CoBpeMeHHble cMapTdOHbl U NfaHWweTbl cogepxat B cebe BnonHe
B3pOCHbI PyHKLMOHAN, M Tenepb OHWM MOrYT KOHKYpMpOBaTb CO
CTaLMOHapHbIMK KoMMbloTepamu. OpgHako, CPeAcTB 3alunTbl Ans
NOAOGHbIX YCTPOMCTB MOKa O4YeHb Maro. TecTupoBaHME W MOUCK
YSI3BUMOCTEN B HUX MPOMCXOOUT HE Tak MHTEHCUBHO, kak ansa MK, 1o
Xe camoe KacaeTcsl U MOOUIbHbIX NPUITOXEHWIA.

CoBpeMeHHble MOBGUnbHble 6pay3epbl YyXe MNpaKTU4eCKn [OorHanm
HaCTOMbHbIE aHanoru, O4HaKoO paclumpeHne (pyHKUMoHana BreYeT 3a
cobou BOSbLIYO CIOXHOCTb N MEHbLLYIO 3aLULLEHHOCTb.

[aneko HE BCe npoum3sBoanTesin BbIlMyCKakOT obHOBNEHUS,
3aKpbiBawowine KputTnveckne ya3sMMoCcT and CBONX yCTpOIZCTB.

OcHOBHbIe coBeTbl Ana 6e3onacHocTM MobunbHoro TenedoHa:

. Hnuero He aBnsaeTcs no-HacTtodwemy 6ecnnaTHbIM. Eyﬂ,b OCTOPOXEH,

Bedb Korga Tebe npegnaratoT GecnnaTHbI KOHTEHT, B HEM MOryT
ObITb CKPbITbI KAKMEe-TO NIaTHbIE YCNYIW;

. Ayman, npexge vyem otnpaButb SMS, oTto nnu Bugeo. Tbl TOYHO

3HaelWb, rae oHn 6yayT B KOHEYHOM ntore?

Heobxogumo  oBHOBNATL  OMEpaUMOHHYKO  CUCTEMY  TBOErO
cMapTdOHa;

Mcnonbayin aHTUBUPYCHbIE NporpaMmmbl Ang MOBUMNbHBIX TENE(OHOB;
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He 3arpyxanm npunoXxeHmst OT HEM3BECTHOr0 WUCTOYHMKA, BEOb OHMU
MOIYT coaepXaTb BPeAOHOCHOE nporpaMmMHoe obecrneyveHue;
[Mocne Toro kak Tbl BbiMgEWb C cauTa, rae BBOAWUM NUYHYIO
NHOpMaLMIO, 3anan B HACTPOUKKN Bpaysepa n yganu cookies;

. Mepuoanyeckn npoBepsan kakve nnaTHble YCNyrn akTMBUPOBaHbI Ha

TBOEM HOMEpE;

. laBan cBon HoMep MObUNbHOro TeniedoHa TOMbKO NKASM, KOTOPbIX

Tbl 3HaelWb U KOMY JOBepAeELlb,

. BluetoothgomxeH 6bITb BbIKNIOYEH, KOrAa Thl UM HE MONb3yelbes. He

3abbiBal MHOraa NpoBepsATh 3TO.

Online-urpsbl

CoBpeMEHHblE OHMaMH-UrPbl — 3TO Kpaco4Hble, 3axBaTbiBaloLME
pa3BreyYeHnst, 06 beANHSIOLLIME COTHN ThICAY YENOBEK MO BCEMY MUPY.
Nrpokn wuccnenyloT AaHHbIA MM MUp, obLualTca Opyr C Opyrom,
BbINOMNHSAOT 3aJaHNS, CPaXXaloTCsl C MOHCTPaMK U NMony4atoT onbIT. 3a
Y0BONbCTBME OHW NNATAT: MOKYNalT AUCK, onnavymMBaloT aboHEMEHT
NN NpuobpeTaroT Kakne-To onuuu.

Bce atn cpeactea nayTt Ha noggep)kaHue n pasBuUTUE UMpbl, a Takke
Ha camy 6e30MacHOCTb: COBEpPLUEHCTBYIOTCA CUCTEMbl aBTOpU3aLuM,
BbIMyCKalOTCA HOBble MaTtyn (UMdpoBbIEe 3annaTtkM Ona nporpamm),
3aKpbIBalOTCA YA3BUMOCTU CEPBEPOB.

B nogoBHbIX urpax CTouT onacaTtbCA HE CTONIbKO CBOMX COMEPHUKOB,
CKOMbKO KpaXu TBOEro naposns, Ha KOTOPOM OCHOBaHa cuctema
aBTOpM3auumn 60MbLINMHCTBA Urp.

OCHOBHbIe cOBeTbl N0 6e30NacHOCTU TBOEro UrpoBOro akKayHTa:

. Ecnn ppyroii urpok BedetT ceba nnoxo unu  cosgaeTr Tebe

HENPUATHOCTK, 3abNOKMPYN ero B CNNCKE UMPOKOB;

Moxanynca agMuHUCTpaTopaMm WUrpbl Ha MNrOX0e MNoBeLeHne 3TOro
Urpoka, XenartenbHO MPUMNOXUTbL Kakne-TO OdokKasaTenbCTBa B Buae
CKPWHOB;

He ykasbiBan nuyHyo nHopmaumo B npodganne urpsbl;

YBaxaun gpyrux y4acTHUKOB MO Urpe;

He yctaHaBnuBan HeouumanbHble naTtym n Moabl;

Mcrnonbayin cnoXxHble n pasHble Naponu;

[axe BO BpeMs uUrpbl He CTOUT OTKMOYaTb aHTuBupyc. [loka Tobl
nrpaellb, TBOW KOMMbIOTEP MOTYT 3apasuThb.
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PULWINHI Unu KpaXxa JINYHbIX AaHHbIX

OO6bl4yHOM Kpaen OeHer U OOKYMEHTOB CEerogHsi yXXe HUKOro He
YAVUBULb, HO C Pa3BUTUEM UHTEPHET-TEXHOMOIMMI 310YMbILLIIEHHUKN
nepemectTunucb B  WVIHTEpPHET, “ NpoaoSnKalT  3aHMMaTbCA
«NOOUMBbIM» OEOM.

Tak nosiBUNacb HoBas yrposa: MHTEPHEeT-MOLUEHHNYeCcTBa UNn
duwKnHr, rmaBHas Ueflb  KOTOPOro COCTOMT B MONyYeHun
KOH(pUaeHUManbHbIX JaHHbIX NOofb3oBaTeNien — FIOMMHOB N NMaporsien.
Ha aHrnunckom sasbike phishinguntaetca kak dovwmnHr (ot fishing—
pblbHasa noens, password— napornb).

OcHOBHbIe coBeTbl Mo 6bopbbe ¢ PpULLINHIOM:

. Cnegn 3a cBouMm AKKayHTOM. Ecnn 7ol noago3peBaellb, 4YTO TBOA

aHkeTa Oblna B3nomaHa, To Heobxoammo 3abrokMpoBaTb €e U
CcoOBLWNTb agMMHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKopee;

. Vicnonbayin 6es3onacHble BebG-calTbl, B TOM 4WUCIE, WHTEPHET-

Mara3uHOB M MOUCKOBbIX CUCTEM;
Mcnonbayn crioxHble U pasHble naponu. Takum obpasom, ecnu Tebs
B3/IOMatoOT, TO 3M0YMbILLFIEHHUKN NMony4vat AOCTYMN TOMbKO K OAHOMY
TBOEMY NPOunto B CETU, a HE KO BCEM,;

Ecnn T1ebs B3anomanu, To Heobxoaumo npeaynpeauTb BCEX CBOMX
3HaKoOMbIX, KOTopble AobaeneHbl y Tebs B Apy3bsx, O TOM, 4YTO Tebs
B3NIOManu u, BO3MOXHO, OT TBOEro MMeHn byaeT pacchinaTbCs cnam u
CCbIITKN Ha (PULLNHIOBLIE CaNThI;

. YcTaHoBM HagexHbln naponb (PIN) Ha MOGUIbHbIM TeneqoH;

OTKNIoUN coxpaHeHne napons B bpaysepe;

. He oTkpbiBai dannbl n gpyrne BroXeHUst B NMCbMaxX OaXXe eCriv OHU

APULWNM OT TBOUX ApYy3en. Jlydwe yTOUHN Y HUX, OTNPaBNAnv NN OHU
Tebe 3Tn hannsol.

LUudpoBasa penyrauusa

LingppoBasa penytauma — 3TO HeratuBHas wunn  no3nTMBHaA
nHopmMauuss B cetn o Tebe. KomnpomeTtumpyrowas wnHpopMaums,
pasmelleHHas B IHTepHETE MOXET cepbe3HbiM 06pa3oM OTpas3nTbLCS
Ha TBOen pearnbHOW XU3HU. «LlndgpoBasa penytauma» — 3TO TBOWU
NMNOXK, KOTOPbIN dhopmMmunpyeTca n3 nHpopmaumm o Tebe B MIHTepHeTe.



TBOE MeCTO XUTenbcTBa, y4ebbl, TBOE (PUHAHCOBOE MOSIOXKEHME,
OCODEHHOCTM XapakTepa W pacckasbl O OMAM3KMX — BCE 3TO
HakannmMBaeTCca B CETU.

MHorne nogpoCTKM NErkoMbICIIEHHO OTHOCATCA K ny6nvkaumMm nnyHom
nHcopmauum B VIHTEepHETe, He NoHMMasi BO3MOXHbLIX MOCNeaCcTBUN.
Tbl pgaxe He CMOXelwb pJgoragatbCAa O TOM, 4YTO oTorpadus,
pa3melleHHas 5 neT Hasapg, ctana NpPUYnHOM oTkasa NpPUHATL Tebs Ha
paboTy.

KomMmeHTapuu, pasmelieHne TBonx dpotorpadomm n gpyrue Oenucraemd
MOryT HE MCYEe3HYTb JaXke Mnocrie TOro, Kak Tbl UX yaanuwb. Tbl He
3Haelwb, KTO CcoOXpaHun 3Ty uWHdopMauuio, nornana nuM OHa B
NOMUCKOBblE CUCTEMbI W COXpaHuUNacb N OHa, a [faBHOE: YTO
nogymatoT o Tebe okpyxatoLlee noan, KoTopble HangyT U yBUAOAT 3TO.
Hantu vH@opmaumio MHOro net Ccnycts cMoxeT nbon - kak u3
0o0pbIX MOBYXAEHUN, Tak U C HAaMEpPEHUEM NPUYMHUTL Bped. ITO
MOXET ObITb KTO YroaHo.

OcHOBHbIe coBeTbl NOo 3awWuTe LdpoBOoN penyTauuu:

. Mogyman, npexae 4em 4To-TO Ny6GnuKoBaTb U NepedaBaTtb y cebs B
©nore nnun B couuanbHOW CETU;

. B HacTponkax npodumnsa ycTaHoBM OrpaHUYEeHnst Ha NPOCMOTP TBOEro
npounna u ero CoOaep>XXMMoro, caenamn ero TofnbKo «4n4a apy3eny;

. He pasmelwan n He ykasbiBan MHGOpMaLNIO, KOTOpAA MOXET KOro-
nnbo ockopbnaTb NN obuxaTb.

ABTOpCKOe npaBo

CoBpeMeHHble LUKONbHUKU — aKTUBHble Monb3oBaTenn LMdpPOBOro
npoctpaHcTBa. OgHako Oaneko He BCe 3HAKT, YTO MOSfb3oBaHME
MHOTMMM BO3MOXXHOCTAMM LMcppoBOro Mmpa TpebyeT cobnoaeHus
NnpaB Ha UHTENNEeKTyanbHy COOCTBEHHOCTb.

TepMUH  «MHTennekTyanbHas  COBCTBEHHOCTb»  OTHOCUTCH K
Pas3nMYHbIM TBOPEHUSIM YENIOBEYECKOro YyMa, HauyumHas C HOBbIX
n300peTeHnn U 3HaKkoB, 0003HaYaloLLMX COOCTBEHHOCTb Ha NPOAYKTbI
M YCNyrn, 1 3akaH4mBas KHUramu, dotorpadunsmn, KuHomunbMamm u
MY3blKarbHbIMU NPON3BEAEHUSMM.



ABTOpCKME nNpaBa— 3TO MNpaBa Ha  UHTENNeKTyasbHY
COBCTBEHHOCTb Ha NPOM3BEOEHUS] Hayku, NiuTepaTypbl U UCKYCCTBA.
ABTOpCKME npaBa BbLICTYNalT B KayecTBe rapaHTUM TOro, 4TO
NHTENNeKTyanbHbIN/TBOPYECKMI TPYA aBTopa He OydeT HanpacHbIM,
[acT eMy cnpaseanueble BO3MOXHOCTU 3apaboTaTb Ha pesyrnbTaTax
CBOEro Tpyaa, MONyyYuTb WM3BECTHOCTb M MpusHaHue. Hukto 0Oe3
paspeLlleHnsi aBTopa He MOXeT BOCMNPOU3BOAUTL €ro npousBeaeHue,
pacrnpocTpaHATb, nyonu4yHo  OEeMOHCTpUpOBaTb, npogasarb,
MMMOPTUPOBATb, MNyckaTb B  NpokaT, MyObAMYHO  MCMNOJSHATD,
NOKa3bIBaTb/UCMONHATL B adompe unun pasmellaTb B IHTepHeTe.

Mcnonb3oBaHne «nupaTckoro» nporpamMmmMHoro obecrnevyeHns MoxeT
NPUBECTU K MHOMMM pUCKaM: OT NMOTEPU AAHHbLIX K TBOUM aKkayHTam
00 OrOKMPOBKM TBOEro YCTPOWCTBA, [Ae YCTaAHOBMEHHbLIN He
neranbHasi nporpamma. He ctouT Takke 3abblBaTb, YTO CyLLECTBYET
neraneHble 1 6ecnnaTHble NpPorpamMmbl, KOTOPblE MOXHO HaWTL B
ceTu.

O nopTane

CeTeBUYOK.pd) — TBOW rMaBHbIM COBETYMK B CETU. 30€Cb Thbl MOXeLlb
y3HaTb O 6e30MacHOCTN B CETU MOHATHLIM W OOCTYMHbIM A3bIKOM, a
NPY BO3HUKHOBEHUU KPUTUYECKOM CUTyauum obpaTuTbCHA 3a COBETOM.
A TaKKe NPUHATL y4yaCTMe B KOHKypcax MU CTaTb CaMbiM LMNGPPOBbLIM
rpaxgaHnHom!
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